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SharePoint Online (SPO) ‘Examining’ Sites
Managing Folders

This quick reference guide includes sections from the ‘SPO Examining Sites Administrator Guide’ and
outlines how to manage folders and folder / document permissions within a SharePoint Online site.

This quick reference guide covers the following help topics:

A) Managing Folders
e How do | create folders within examining sites?
e How do | rename a folder?
How do | copy (duplicate) one or more folders?
How do | move (relocate) one or more folders?
e How do | delete one or more folders?

B) Managing Folder Permissions
e How do | restrict access to a folder to just one or a number of specific individuals (or
SharePoint groups)?
e How do | give one or more specific individuals (or SharePoint groups) access to a folder
(without changing who already has access to it)?
e How do | give one or more specific individuals (or SharePoint groups) access to a folder (that
has restricted folders within it)?
How do | give users from other departments access to a folder?
How can | see who has access to a folder within a workspace?
How do | reset a folder’s permissions (if access to the folder has been restricted)?
How do | remove an individual’s access to a folder (if they have been given direct access to
it)?
e How do | remove an individual’s access to ALL folders that they have been given ‘direct
access’ to within a workspace?

C) Managing Documents Permissions
e How do | restrict access to a document within a site?
e How do I give an individual access to a document within a site (without changing who
already has access to it)?
e How can | see who has access to a document within a folder?
e How do | remove an individual’s access to a document (if they have been given direct access

toit)?

For an overview of what SPO examining sites are and what they include see the ‘SPO Examining Sites
- Getting Started Guide’ or the full ‘SPO Examining Sites Administrator Guide’.

If you prefer to see all guidance in one document, see the ‘SPO Examining Sites Administrator
Guide’ which contains full details of how to set-up, manage and maintain all of the aspects of your
SPO examining site(s).

The full Administrator Guide and the quick reference guides are currently available within the
SharePoint Online user guidance section on the Online Coursework Submissions webpage.

Getting Support

If you need advice and support in relation to SharePoint Online ‘examining’ sites then please contact
student.systems@admin.ox.ac.uk.



https://academic.web.ox.ac.uk/coursework-submissions#collapse2541421
mailto:student.systems@admin.ox.ac.uk

SPO Examining Sites — Managing Folders
Introduction to Managing Folders in SharePoint Online Sites

It is straightforward to create, rename, and delete folders within any section of an examining site
and to apply specific permissions to those folders where appropriate.

You are free to add folders in whatever structure is appropriate for your department within an
examining site.

It is also possible to copy and move folders where required — this is a helpful way of relocating or
duplicating folders (and any documents within them) without having to manually create new folders
and re-upload documents:

o MOVING folders relocates the folders (and the content within them) to another location so
that they are no longer in their original location
o This feature may be useful to move mark sheets, for example, from the Markers
Workspace to an Exam Board Workspace once marking has been completed

e COPYING folders duplicates them so that the original folders stay in the original location and
a copy of the folders (and the content within them) is created in another location within the
same or another site

o This feature may be useful to replicate the folder structure you require within the
exam board sections of a site, for example

NOTE: if you move or copy folders that have unique (restricted) permissions, or that individuals have
been given direct access to, you should double check whether the unique permissions and
individuals who have been given direct access have been retained once the folder has been copied
or moved.

For more information about managing folder permissions see the ‘Managing Folder Permissions’
section of this guide.

Who can ‘Manage’ Folders in a SharePoint Examining Site?

As an administrator with ‘Full Control’ you are able to manage (i.e. create, rename, delete and
copy/move) folders throughout the site. You can also share folders.

Users are not able to ‘manage’ folders in sections or folders they only have ‘Read’ access to.

Users with ‘Contribute’ access to a section or folder within any SharePoint site can create, rename,
delete, move and copy folders and documents within the sections and folders they have ‘Contribute’
access to. However, users with ‘Contribute’ access cannot share folders with anyone else.

The same details and rules outlined above apply to documents/files within SharePoint sites also.

Managing Folders — Key Guidance Topics
e How do | create folders within examining sites?
e How do | rename a folder?
e How do | copy (duplicate) one or more folders?
e How do | move (relocate) one or more folders?
e How do | delete one or more folders?




How do | CREATE folders within examining sites?

You are free to add folders in whatever structure is appropriate for your department within an

examining site.

For example, it is assumed that within an ‘exam board’ section of an examining site that you may
want folders including the following (along with any others that are required):

CMLA Exam Board

0O MName

1. Exam Board Meeting Documents

2. Exam Board Chair Documents

3. External Examiners Documents

4. Mitigating Circumstances Documents

To create a folder within any section or existing folder within an examining site:

1. Navigate to the section or existing folder
within which you want to create a folder

2. Click on the ‘New’ button in the top left
hand side of the view and select ‘Folder’

Folder

@ Word document

B Excel workbook

@:| PowerPoint presentation
@} OnsMote notebook

@ Link

£ Edit New menu

-+ Add template

3. Enter a folder name in ‘Create a folder’
window and click ‘Create’

Create a folder x

" Exam Board Meeting| Documents II
-

The folder will be visible in the view in which
you’ve created it

CELA Exam Board

i MName

— R S —
Exam Board Meeting Documents
S —— —1




How do | RENAME a folder?
To rename a folder:

1. Select the folder you want to rename by
ticking the tick box on the left hand side
of the folder

2. Then click on the three-dot ‘Show actions’

menu for the folder

CELA Exam Board

® [ Name-w Modified
0
Exam Board Meeting Do... & 5] A few seconds ago

3. Select ‘Rename’ from the list of actions
displayed

Modified Mo
Share meg
Copy link

Manage access

Download

Add shortcut to OneDrive
Delets

Automazte >

Rename

Pin to top

4. Rename the folder in the ‘Rename’
window and click ‘Rename’

Rename pd

I Exam Board MT21 Documents| I
-

5. The folder name will now have been
updated with the revised name

O [ Name -

—
T ——

a e
Exam Board MT21 Documents




How do | COPY (duplicate) one or more folders?

Within SharePoint Online it is possible to copy (duplicate) one or more folders (and the documents
within them) to another location either within the same site or to another site if appropriate.

Copying folders duplicates them so that the original folders stay in the original location and a copy of
the folders is created in another location within the same or another site. Note that when you copy

folders the documents within them are copied also.

This feature may be used to replicate the folder structure within the exam board sections of a site,
for example.

To copy (duplicate) one or more folders (and any content within them):

Select the folder(s) that you want to
copy by ticking the tick box on the left
hand side of the folder(s) you wish to
copy (see screenshot below)

Click on ‘Copy to’ option above the
folders in the page of the site you are
in

H Editin grid view 1 Download [i] Delete 53 Moveto [y Copyto

CMLA Exam Board

[ Name Modified
(] 1. Exam Board Meeting D... 1= £ Monday at 1:03 Pl
(] 2. Exam Board Chair Doc... 1= ] Monday at 1:03 P
(] 3. External Examiners Do... &8 5] Maonday at 1:03 Pl
(] 4. Mitigating Circumstan... = £1 Monday at 1:03 P
\ 4

A list of sites will be provided in the ‘Places’
window that opens on the right hand side of
the screen — with the site you are in at the top
of the ‘Nexus 365’ list:

Copy 4 items X

©

Choose a destination

| Current Library

@ Vour OneDrive

Bl oM - Ol Misc Bxam Boards (1SS1 & JSDS)

Gif 17 services - B Practice

] nciusive Teaching Enhancements (1Ts860)
@) 17 Services - Business Analysis

©  Canvas Oxford Programme

B Mexusass Sharepaint Online Service

Browse sites

3. Navigate to the place where you want
to copy the folders to — either another
area within the site the folders are
already in or another site altogether

If the site you want to copy the folders to is
not in the list click on ‘Browse sites’ at the
bottom of the window and select the relevant
site from the list that’s displayed

4. Once you have selected the location
where you want to copy the folders
to, click ‘Copy here’

Copy 4 items %

Dept X UG Examining Site (.. CELA Exam ...

Choose a destination
Exam Board MT21 Documents

C3  New folder
Copy here

5. The folders and the documents within
them will be copied to the selected
location and a message will be
displayed in the location from which
the folders are being copied once that
has been completed

W 4selected + = All Documents Y

Copied 4 items to CELA Exam Board

To move one or more documents within a
folder (instead of a folder) repeat the same
steps but select the documents you wish to
move in step 1 above.



How do | MOVE (relocate) one or more folders?

Within SharePoint Online it is possible to move one or more folders to another location within the
same examining site or another SharePoint site if appropriate.

Moving folders relocates the folders to another location so that they are no longer in their original
location. If you want to create a duplicate copy of the folders (and documents within them) and
leave the original folders in the original location — see ‘How do | COPY one or more folders’'.

To move (relocate) one or more folders (and any content within them):

1. Select the folder(s) that you want to move by ticking the tick box on the left hand side of the
folder(s) you wish to move (see screenshot below)

2. Click on ‘Move to’ option above the folders in the page of the site you are in

Move to §[ Copy to

|l|

H Editin grid view - Download [i] Delete

CMLA Exam Board

[ Name Modified
1. Exam Board Meeting D... & &) Monday at 1:03 P
2. Exam Board Chair Doc... = &) Monday at 1:03 P

oy

3. External Examiners Do... = Monday at 1:03 P!

O 0 0o o

4. Mitigating Circumstan... & Monday at 1:03 P

1
il

NOTE: if you move or copy folders that have unique (restricted) permissions, or that individuals have
been given direct access to, double check whether the unique permissions and individuals who have
been given direct access have been retained once the folder has been copied or moved.

For more information about managing folder permissions see the ‘Managing Folder Permissions’
section of this guide.




How do | DELETE one or more folders?
To delete a folder:
1. Navigate to the folder you want to delete

2. Then click on the three-dot ‘Show actions’ menu for the folder and select the ‘Delete’ option

[ Name Modified Modi

_\Id. Mitigating Circumstances Documents About a minute ago James

(] Folders A = @ Share mes
Folders B Copy link me

Manage access
Folders C mes

Download

Add shortcut to OneDrive

Delsts

To delete multiple folders at once:

1. Select the folders that you want to delete by ticking the tick box on the left hand side of the
folders

2. Click on the ‘Delete’ option above the folders

@ Edit in grid view i Download ]ﬁ[ Delete IE

CMLA Exam Board

[ Name
_\I
4, Mitigating Circumstances Documen
Folders A = Bl

Folders B = Bl




Deleting & Restoring Items and Using the Recycle Bin

Within a SPO site it is possible to delete:

e Sections of a site including all of their contents
e Folders including all of their contents

e Individual files and documents

The Recycle Bin

Please note the following details regarding items in SPO sites that are deleted:

e Items that are deleted are sent to the recycle bin

Iltems are retained for 93 days from the time they are deleted and can be restored in that
time

Any SPO user can delete items that they have deleted that are in the recycle bin

Items deleted from the recycle bin are sent to the ‘Second-stage recycle bin’ (which is
accessible to department administrators)

If something is deleted from the recycle bin it will be in the second-stage recycle bin for the
remainder of the 93 days (from the point of its original deletion) and it can be restored by
department administrators in that time

After 93 days deleted items can no longer be restored by any Oxford users but they can be
restored by Microsoft Support if requested within 14 days (contact Oxford’s SPO support
team if that is required)

If items, such as folders, that are deleted have unique permissions (e.g. they have been
restricted to specific users) the unique permissions are restored when the folders are

restored (but you should check this once the item has been restored)

How do | restore a deleted item?
To restore a deleted item:

1. Navigate to the Recycle bin (see the
link at the bottom of the LH site
menu)

Home

Useful Resources

CMLA Exam Board
CELA Exam Board

DMLA Exam Board

Other Document Sharing

2. Select the item to restore and click
‘Restore’

@ )Ele',

Recycle bin

Name Date deleted |

@ 1. Exam Board Meeting Docume... 9/24/2021 923 AM

Note that if items, such as folders, that are deleted have unique permissions (e.g. they have been
restricted to specific users) the unique permissions are restored when the folders are restored (but
you should double check this once the item has been restored).



SPO Examining Sites — Managing Folder Permissions
Introduction to Managing Folder Permissions in SharePoint Online Sites

Whilst access to a SPO examining site and the relevant sections within it are managed via SharePoint
groups, access within the different sections of the site can be managed using folder permissions.

By default, all users who are part of a SharePoint group can access all folders within the sections of
the site they have access to.

For example:
a) Markers added to the ‘Markers’ group for the site can by default access all folders within the
‘Markers Workspace’ unless access to relevant folders in that workspace is restricted
b) Exam board members added to an XXXX Exam Board’ group will have access to all folders
within the associated exam board workspace (including folders containing mitigating
circumstances information) unless access to relevant folders in that workspace is restricted

The above is the case because SharePoint permissions work on the principle of ‘inheritance’.

Inheritance works on the basis that the permissions applied to a workspace (e.g. that all markers can
access the ‘Markers Workspace’) will apply to all of the folders within the workspace too unless the
permissions are changed within one or more of the folders in the workspace.

However, folder permissions can easily be used to restrict access to folders within sections of the
site where necessary. For example:

e To restrict access to folders for specific markers in the Markers Workspace

e To restrict access to Mitigating Circumstances folders in an Exam Board workspace

Managing Folder Permissions — Key Rules
Please note the following key points to be aware of when managing folder permissions:
1. All users (apart from a few exceptions) should be part of a SharePoint Group

For the best user experience and most straightforward permissions management, a user who needs
access to a folder in a workspace should also be part of the SharePoint group that has access to that
workspace.

For example, it is NOT recommended that you give markers access only to a specific folder within an
examining site and that you don’t also add them to the ‘Markers’ SharePoint group within your sites.

Adding the markers to the ‘Markers’ SharePoint group, for example, will:
e Give them access to the ‘Markers Workspace’ and all folders that do not have restricted
access
o Allow the markers to navigate to the folders that you have given them specific permissions
to e.g. their own folder or a folder for an assessment that contains mark sheets etc.

There will be some exceptional cases where you will give users access to specific folders ONLY (and
not also give them access to the site itself via a SharePoint group). This may be the case, for
example, if you are giving users in another department access to a specific folder.

However, most users of an examining site should be granted access to a site by being added to a
SharePoint group. This will give the user access to Home, Useful Resources and the relevant
workspace. Access to folders within the workspaces can then be managed using folder permissions.



Giving SharePoint Groups access to Specific Folders

Similarly, if you only want a SharePoint group to have access to one or more folders within a
workspace, you still need to give the SharePoint group access to the workspace as a whole so that
users in the new group can navigate to any folders they’ve been given access to within the
workspace.

2. Ensure that users can navigate to the folders they should have access to

If the folder you want to restrict access to is a sub-folder within another folder in a workspace, then
make sure that the users that you want to be able to access the sub-folder also have access to the
folders above it — so that they are able to navigate to the sub-folder within the workspace.

For example, if you want a marker to have access to their own folder a few levels down within the
markers workspace — e.g. if their folder is located beneath a number of other folders such as
Markers Workspace > FHS > Dissertation > Joe Bloggs — then the marker needs access to all of the
folders above theirs to be able to navigate to their folder.

To enable users to navigate within workspaces (except into folders that are restricted to specific
users only), restrict access only to the actual folders that should be accessible to specific individuals
only (and not the folders above those folders also) — so that relevant users are able to successfully
navigate down to folders that they should be able to access.

Other Useful Information

As well as giving specific individuals access to specific folders, you can also give SharePoint groups
access to specific folders where that is the best way of managing access to a folder.

And in the same way that it is possible to restrict access to folders it is also possible to control who
can see and access specific documents / files where that is needed too — see ‘Managing Access to
Documents / Files’ for more information.

Managing Folder Permissions — Key Guidance Topics

e How do | restrict access to a folder to just one or a number of specific individuals (or
SharePoint groups)?

e How do | give one or more specific individuals (or SharePoint groups) access to a folder
(without changing who already has access to it)?

e How do | give one or more specific individuals (or SharePoint groups) access to a folder (that
has restricted folders within it)?

e How do | give users from other departments access to a folder?

e How can | see who has access to a folder within a workspace?

e How do | reset a folder’s permissions (if access to the folder has been restricted)?

e How do | remove an individual’s access to a folder (if they have been given direct access to
it)?

e How do I remove an individual’s access to ALL folders that they have been given ‘direct
access’ to within a workspace?




How do I restrict access to a folder to just one or a number of specific individuals (or SharePoint
groups)?

This help topic assumes:
a) That the folder you want to restrict access to is already accessible to one or more SharePoint
groups associated with the site e.g. the ‘Markers’ group or an XXXX Exam Board’ group; and
b) That you want to restrict the access to the folder to one or more specific individuals or other
SharePoint groups instead

Other options to consider:

If you want to give an individual or SharePoint group access to a folder without changing who
already has access to the folder, see ‘How do | give one or more specific individuals (or SharePoint
groups) access to a folder (without changing who already has access to it)?’

If you have previously restricted access to the folder and you want to remove the access of one or
more of the specific individuals that currently have access, see ‘How do | remove an individual’s
access to a folder?’

Alternatively, you may even want to remove someone from a SharePoint group if you no longer
want them to have access to any folders within a workspace or even the site itself. See ‘How do |
remove users from SharePoint groups?’ in the full ‘SPO Examining Sites Administrator Guide’ if so.

To restrict access to a folder so that only one or a number of specific individuals (or SharePoint
groups) can access it, complete the following steps:

1. Navigate to the location of the folder you
. . . C d s~
wish to restrict access to and click on the ABCD Bram Boar
three-dot ‘Show actions’ menu for the 7 CaEEd't| i
fOIder Can view O
X Cannot make changes
2. Select the ‘Manage access’ option | stopsharing |

ABCD Exam Board .
b. Click ‘Remove’

[ Name Modified M
Want to remove ABCD Exam %
1. Exam Board Meeting Documents October 14 Board's access?
2. Exam Board Chair Documents October 14
\-
(v} ~3. Mitigating Circumstan... = Bl Share o —

Copy link

Manage access

3. Within the ‘Manage Access’ sidebar that
opens on the right hand side of the

screen, remove the group(s) that you NOTE: if there are sub-folders, within the
don’t wa! nt to have ac<.:ess to the folder by folder, that are already restricted to specific
completing the following steps: individuals only AND you don’t want the
user(s) or group(s) — who you’re giving direct
access to this folder — to have access to those
restricted sub-folders, see 'How do | give one
or more specific individuals (or SharePoint
groups) access to a folder (that has restricted
folders within it)?'

Next, give the relevant individual(s) or
SharePoint group(s) access to the folder by
completing the steps 4 and 5 below.

a. Click on the arrow (next to the
pencil icon) to the right of the
group name and select ‘Stop
sharing’




4. To give specific individual(s) or SharePoint
groups access to the folder, click on the
‘Grant access’ icon (‘+’) within the ‘Direct
access’ section of the ‘Manage Access’
sidebar on the RH side of the screen:

“s Direct access O

Ben Jlones Owiias
Dmytro Vasyutin Owner
Dept X UG Owners Owrner

5. Within the ‘Grant access’ pop-up window:

a. Search for and select the
individual(s) or SharePoint groups
(one at a time) who you wish to
give direct access to

Grant access
4, Mitigating...es Documents

h'c: Mame, group or email s

NB to share the folder with an external (Non-
SS0) user simply type in their email address.

b. Select whether the individual(s)
and/or group(s) ‘Can view’ (view
and download documents) or
‘Can edit’ (view, download,
upload, edit documents) by
clicking on the arrow (next to the
pencil icon) and selecting the
relevant option

Grant access
4, Mitigating...es Documents

John Smith X

BenJones X

Add another

Vi Can edit

Message Make any changes

»® Can view

Cannot make changes
@Iot\fy p

c. Untick ‘Notify people’ if you don’t
want the individuals being given
access to the folder to be notified

NB if you are giving an external user access
(who has not yet logged into an Oxford
SharePoint Online site) then it will not be
possible to untick the ‘Notify people’ box

d. Click ‘Grant access’



How do I give one or more specific individuals (or SharePoint groups) access to a folder (without
changing who already has access to it)?

This help topic outlines how to give an individual (or SharePoint group) ‘direct access’ to a folder
without changing who already has access to the folder.

Other options to consider:

If you want to restrict access to a folder (i.e. change its permissions) so that only one or more
specific individuals can access the folder, see the following topic: ‘How do | restrict access to a folder
to just a one or a number of specific individuals (or SharePoint groups)?’

If you want to give a user from another department access to an individual folder only (and not to
the wider site) see ‘How do | give users from other departments access to a folder?’

If you want to give an individual access to a folder that is ‘unrestricted’ (i.e. to a folder that anyone
with access to the workspace can access) then you may want to add the individual to the SharePoint
group that has access to the workspace/folder rather than giving them access to just the one folder.
If this is the appropriate course of action, see ‘How do | add users to SharePoint groups?’ in the full
‘SPO Examining Sites Administrator Guide’

To give an individual or SharePoint group ‘direct access’ to a folder without changing who already
has access to the folder, complete the steps outlined below.

NB if there are files or folders in the folder that are restricted to specific individuals and you don’t
want to give this user access to those files or folders (within the folder) follow the steps outlined in
the following help topic instead: ‘How do | give one or more specific individuals (or SharePoint
groups) access to a folder (that has restricted folders within it)?’

1. Navigate to the location of the folder you 3. Click on the ‘Grant access’ icon (‘+)
wish to give direct access to and click on within the ‘Direct access’ section of the
the three-dot ‘Show actions’ menu for ‘Manage Access’ sidebar on the RH side of
the folder the screen

Markers Workspace » Assessments > Stage > FHS > Folders for Markers oe Bloggs
[ Name Modified Maodifiec

Manage Access
Joan Smith August 16

2
feeliicoys = @G August 16 Links giving access & Share
John Smith James Mu

Sue Jones August 16 James Myl

s Direct access O

2. Select the ‘Manage access’ option

Ben lones Owner
Markers Workspace > Assessments > Stage > FHS X -

) pa : g Folders for Mar Dmytro Vasyutin Owner

[  MName Modified Mg
Joan Smith August 16 Jam Dept X UG Owners Owner

Joe Bloggs = Bl I Share
: Dept X UG Markers g

John Smith Copy link 0
Aghvances
Sue Jones m Agvanced

Download




4. Within the ‘Grant access’ pop-up window:
Grant access

4, Mitigating..es Documents

a. Search for and select the
individual(s) or SharePoint groups John Smith X
(one at a time) who you wish to BenJones X
give direct access to

Add another

X Message y ‘C.-azll:eiii,t'-:h:';fi
Grant access o
- ) b/? an \newk ‘
4, Mitigating...es Doc ts Cannot make changes
rmgaung umen @ Ot‘fy peop‘ g
|—=: MName, group or ema j Grant access
NB to share the folder with an external (Non- a. Untick ‘Notify people’ if you don’t
SS0) user simply type in their email address. want the individuals being given

access to the folder to be notified
b. Select whether the individual(s)

and/or groups ‘Can view’ (view NB if you are giving an external user access
and download documents) or (who has not yet logged into an Oxford
‘Can edit’ (view, download, SharePoint Online site) then it will not be
upload, edit documents) by possible to untick the ‘Notify people’ box
clicking on the arrow (next to the

pencil icon) and selecting the c. Click ‘Grant access’

relevant option

Note that if the user(s), who you have given access to the folder to, does not already have access to
the workspace that the folder is in, then you may want to add them to the relevant SharePoint
group so that they can navigate to the folder within the workspace.

NB they will also get access to all ‘unrestricted’ folders within the workspace once they are added to
the SharePoint group.

If this is the appropriate course of action, see ‘How do | add users to SharePoint groups?’ in the full
‘SPO Examining Sites Administrator Guide’.

This also applies to SharePoint groups that you may have given access to the folder to —if that group
does not already have access to the workspace that the folder is in, then you may want to give the
group access to the workspace so that the users in the group can navigate within the workspace to
the folder(s) they have been given access to.

See ‘How do I give SharePoint groups access to workspaces within an examining site?’ in the full
‘SPO Examining Sites Administrator Guide’.



How do I give one or more specific individuals (or SharePoint groups) access to a folder (that has

restricted folders within it)?

If there are any files or folders, within the folder that you want to give an individual ‘direct access’
to, that are restricted to a specific set of individuals only AND you don’t want the user (or group) to
have access to those restricted files or folders then grant the user / group access to the folder as

follows:

1. Navigate to the location of the folder you
wish to give direct access to and click on
the three-dot ‘Show actions’ menu for
the folder

2. Select the ‘Manage access’ option

Markers Workspace

hare mes Mundey

B
T
oy

Assessments

A mes Mundey

Manage access

Download

Marker Folders

[  Name Modified Modified By

3. Click on the ‘Advanced’ link at the bottom
of the ‘Manage Access’ sidebar on the RH
side of the screen

joe Bloggs

Manage Access

4. |F the folder inherits its permissions (i.e.
the ‘Stop Inheriting Permissions’ button is
visible within the folder permissions
view), then click on ‘Stop Inheriting
Permissions’ and then click ‘OK’

BROWSE PERMISSIONS

5@ @
| A Q
ManageStop Inheriting| Check
Parent | Pemnissions Permissions
nheritance Check

unioxfordnexus.sharepoint.com says

ermissions for this folder. Changes
ument library permissions will no

ar
made t
longer affect this folder.

5. To add the individual or individuals that

you would like to be able to access the
folder:
a. Click on ‘Grant Permissions’

PERMISSIONS

[ ]
&k

Grant Ex
Permissions | Per|

Grant

b. Search for and select the specific
user(s) or Sharepoint groups that
you want to have access to the
folder within the box that says
‘Enter names or email
addresses...’

NB to share the folder with an external (Non-
SS0) user simply type in their email address.

Share 'Joe Bloggs' and its contents

c. Untick ‘Share everything in this
folder, even items with unique
permissions’ (so that the users
being added don’t get access to
the files / folders within the folder
that have unique permissions)

Share everything in this folder, even items with unigue permissions.

SHOW OFTIOMS

d. Click on SHOW OPTIONS

e. Select the relevant permission
level: ‘Read’ (view/download
documents) OR ‘Contribute’
(view/download, upload/edit
document)

Full Control

Design

Edit

Contribute
| Read

f.  Finally, click ‘Share’



How do | give users from other departments access to a folder?

Whilst exam board members, markers, and paper setters have access to the site and folders within
workspaces via SharePoint groups, there are times when it is appropriate to give individual users
(e.g. those from other departments who don’t otherwise have access to the site) access to a specific
folder e.g. when sharing a series of documents relating to a student with Information Compliance
within the ‘Other Document Sharing” workspace.

NB if there are files or folders in the folder (that you want to give a user from another department
access to) that are restricted to specific individuals and you don’t want to give this user access to
those files or folders (within the folder) follow the steps outlined in the following help topic instead:
‘How do I give one or more specific individuals (or SharePoint groups) access to a folder (that has

restricted folders within it)?’

To give a user from another department access just to a specific folder:

1. Navigate to the location of the folder you
wish to give direct access to and click on
the three-dot ‘Show actions’ menu for
the folder

2. Select the ‘Manage access’ option

MName

Joan Smith

Joe Bloggs =
John Smith

Sue Jones

Modified Mg

August 16 Jam
Share m
Copy link

2

Manage access
T

Download

3. Click on the ‘Grant access’ icon (‘+’)
within the ‘Direct access’ section of the
‘Manage Access’ sidebar on the RH side of
the screen

oe Bloggs

Manage Access

Links giving access

& Share

o Direct access

Ben Jones

Dmytre Vasyutin

Dept X UG Owners

Dept X UG Markers

Owmer

4. Within the ‘Grant access’ pop-up window:
a. Search for and select the
individual(s) (one at a time) who
you wish to give direct access to

Grant access X

4. Mitigating...es Documents

h’c: Mame, group or email &~

NB to share the folder with an external (Non-
SS0) user simply type in their email address.

b. Select whether the individual(s)
should have ‘Can view’ (view and
download documents) or ‘Can
edit’ (view, download, upload,
edit documents) by clicking on the
arrow (next to the pencil icon)
and selecting the relevant option

c. Ensure that ‘Notify people’ is
ticked as that will send a link to
the folder to the user

Grant access
4. Mitigating...es Documents

John Smith X
Ben Jones X
Add another
Can edit
M
Message f Make any changes
5 Can view
& Cannot make changes

< i;otify peopl

d. Click ‘Grant access’




How can | see who has access to a folder within a workspace?

To see who has access to a folder within a workspace:

1. Navigate to the location of the folder you
wish to confirm who has access to and
click on the three-dot ‘Show actions’
menu for the folder

2. Select the ‘Manage access’ option

CELA Exam Board

[ Name Modified Mod

1. Exam Board Meeting Documents
2. Exam Board Chair Documents September 8
3. External Examiners Documents September 8

4. Mitigating Circumstan... & CE;GShare me:

5. Candidate Scripts & Feedback Copy link

Manage access

3. The ‘Manage Access’ sidebar (see
screenshot) shows:

a) The ‘site collection administrators’
who have access to the folder — they
are the individuals listed as ‘Owner’

b) The SharePoint groups that have
access to the folder (NB to see which
users are part of the SharePoint
group(s), see ‘How can | see which
users have been added to a
SharePoint group?’ in the full guide)

c) Anyindividuals (including external
users) that have been given direct
access to the folder (who are not part
of a SharePoint group that has access
to the folder)

Manage Access
@ Links giving access @ 2 Share
There are no sharing links for this item,
5 Direct access ©
Ben Jones Qwner
Dmytro Vasyutin Owner
6? James Mundey Qwner
m Nicola Carter Owner
Dept X UG Owners Owner
Priya Nair P~
James Mundey e
EXTERNAL USER,
Advanced

You can also click on the ‘Advanced’ link
at the bottom of the ‘Manage Access’
sidebar to see a different ‘folder
permissions’ view of who has access (NB
the ‘site collection administrators’ that
are listed by name in the ‘Manage Access’
sidebar —in the screenshot above — won’t
be visible in this ‘folder permissions’
view):




How do I reset a folder’s permissions (if access to the folder has been restricted)?

To ‘reset’ a folder’s permissions if access to the folder has been restricted (so that the folder inherits
the permissions from the folder or workspace it is in), complete the following steps:

1. Navigate to the location of the folder you 4. Within the folder permissions view, click
wish to reset the permissions for and click on ‘Delete Unique Permissions’ and click
on the three-dot ‘Show actions’ menu for ‘OK’
the folder

. ROWSE PER

2. Select the ‘Manage access’ option EROY !

Markers Workspace ‘% ‘
Delete unigue &
[ Name Modified Modified By permmissions Perm
(] Assessments B B hare mes Mundey ""E"t';" - Eul
Marker Folders AL mes Mundey
Download
unioxfordnexus.sharepoint.com says
You are about to inherit permissions from the parent folder or
document library. Any custom permissions will be lost.

3. Click on the ‘Advanced’ link at the bottom E _

of the ‘Manage Access’ sidebar on the RH

side of the screen
Note that deleting a folder’s unique

permissions will remove the access of any
Fiirage Access users who have been given direct access to
the folder (so you may want to give some or
all of those users access to the folder again if
appropriate).

giving access hare

Dmytro Vasyutin

Dept X UG Owners

Dept X UG Markers




How do | remove an individual’s access to a folder (if they have been given direct access to it)?

This help topic outlines how to remove an individual’s (or SharePoint group’s) access to the folder if
they have been given direct access to the folder i.e. the individual is not part of a SharePoint group
that has access to it.

The scenarios in which this help topic is relevant are as follows:

a) The folder has unique permissions i.e. its access is restricted to only one or more specific
individuals who have been given direct access to it (including the individual whose access
you now want to remove)

b) You have given an individual from another department direct access to a folder and you
want to remove the individual’s access to the folder

Other options to consider:

If you want to remove an individual’s access to a folder and they have access to the folder as a result
of being part of a SharePoint group (that has access to the folder) then your options are:

1. Restrict access to a folder so that only one or more specific individuals can access the folder —
and in that way the individual (whose access to the folder you want to remove) will no longer
have access to the folder: see: ‘How do | restrict access to a folder to just a one or a number of
specific individuals (or SharePoint groups)?’

2. Remove the user from the SharePoint group that has access to the folder if you no longer want
them to have access to some or all of the folders within a workspace (depending on which
folders the SharePoint group they are in has access to). See ‘How do | remove users from
SharePoint groups?’ in the full ‘SPO Examining Sites Administrator Guide’

3. Remove a SharePoint group’s access to the folder if all of the users in the SharePoint group
should not have access to the folder anymore — follow the steps below to do that but rather

than removing an individual user remove the SharePoint group instead

To remove an individual’s access to a folder they have been given direct access to:

1. Navigate to the location of the folder you
wish to remove the individual’s direct
access to and click on the three-dot
‘Show actions’ menu for the folder

2. Select the ‘Manage access’ option

CELA Exam Board

[ Name Modified Mod

1. Exam Board Meeting Documents

2. Exam Board Chair Documents

3. External Examiners Documents

September 8 Jame:
(-] 4. Mitigating Circumstan... & QQS\‘HG me:

Copy link

Manage access

5. Candidate Scripts & Feedback

3. Within the ‘Manage Access’ sidebar
identify the user/group whose access you
want to remove, click on the dropdown
icon (containing a pencil) to the right of
their name and select ‘Stop sharing’

Dept X UG Owners

Priya Nair

4. Click ‘Remove’

Want to remove Priya Nair's
access?




How do | remove an individual’s access to ALL folders that they have been given ‘direct access’ to
within a workspace?

This help topic outlines how to remove an individual’s access to ALL folders — that they have been
given ‘direct access’ to — within a workspace (outside of their membership of any SharePoint
groups).

Other options to consider:

If you only want to remove an individual’s access to a specific folder within a workspace, see ‘How
do | remove an individual’s access to a folder (if they have been given direct access to it)?’

To identify the specific files and folders a user has been given direct access to (outside of their
membership of any SharePoint groups) see ‘How can | see who has access to a folder within a

workspace?’

For how to remove individuals from SharePoint groups see ‘How do | remove users from SharePoint
groups?’ in the full ‘SPO Examining Sites Administrator Guide’

To remove a user’s access from all files or folders that they’ve been given direct access to within a
workspace (NB you can’t see ‘at a glance’ specifically which files and folders those are), complete the
following steps:

1. Click on name of the section of the site in 4. In the workspace permissions view, click
the LH site menu within which you want on ‘Show users’
to remove a user’s access to all of the files
and folders they’ve been given direct
access to AND then click on the Settings
‘cog’ icon in the top right hand corner of
the site

There are limited access us n this site.
2. Select ‘Library settings’ from the list been shared with the
Users who have been given direct access to
some of the folders or files within the
workspace (outside of SharePoint groups) are
Settings X then displayed along with the SharePoint

groups that have access to the workspace:

SharePoint

Add a page

Add an app |_| Mame

Site contents —

Library settings [ Dept X UG CMLA Exam Board Members

Letling sta ried

Restore this library M

Dept X UG Owners

lames Mundey

3. Within the workspace ‘Settings’ window,
click on ‘Permissions for this document
library’

lames Mundey

Priya Mair

Exam Board Workspace » Settings

5. Toremove a user’s access to any folders
or files they have been given direct access
to in the workspace (outside their
membership of a SharePoint group):




a. Tick the checkbox next to their
name

O James Mundey

Priya Mair

b. Click ‘Remove User Permissions’

[ )
A

Remove User
nq Permissions |

Aodify

c. Click ‘OK’

unioxfordnexus.sharepoint.com says

You are about to remaove all permissions for the following user or group

to "CMLA Exam Board":
n Cance'

Priya Nair
The user will no longer have access to any
folders or files they have been given direct
access to in the workspace (outside their
membership of any SharePoint groups).

6. Repeat these steps for any other
workspaces within which the user may
have been given direct access to folders or
files outside of their membership of any
SharePoint groups — including at the site
level within the ‘Site permissions’ view
for the site itself



Managing Access to Documents / Files
Access to documents is managed in largely the same way as access to folders is managed, except
that rather than navigating to the required folder to manage access you need to navigate to the
relevant document or file to manage access to it.

How do | restrict access to a document within a site?

See ‘How do | restrict access to a folder to just one or a number of specific individuals (or SharePoint

groups)?’

Largely the same steps apply to restricting access to a document except that rather than navigating
to the required folder to manage access you need to navigate to the relevant document or file to
manage access to it.

NB for obvious reasons the steps (in the above help topic) in relation to ‘Share everything in this
folder, even items with unique permissions’ don’t apply to the sharing of an individual document.

How do | give an individual access to a document within a site (without changing who already has
access to it)?

See ‘How do | give one or more specific individuals access to a folder (without changing who already
has access to it)?’

The same steps apply to giving someone access to a document except that rather than navigating to
the required folder to manage access you need to navigate to the relevant document or file to
manage access to it.

How can | see who has access to a document within a folder?

See ‘How can | see who has access to a folder within a workspace?’

The same steps apply to seeing who has access to a document except that rather than navigating to
the required folder to manage access you need to navigate to the relevant document or file to
manage access to it.

How do | remove an individual’s access to a document (if they have been given direct access to it)?

See ‘How do | remove an individual’s access to a folder (if they have been given direct access to it)?

The same steps apply to removing someone’s access to a document (if they have been given direct
access to it) except that rather than navigating to the required folder to manage access you need to
navigate to the relevant document or file to manage access to it.



